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Leveraging
Federated Learning
for advanced network analytics,
all without sharing a byte of traffic data
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Server Operation: We run a secure server orchestrating
the federated network, your cornerstone for collaborative
learning.
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Operational Principles

Server Operation: We run a secure server orchestrating
the federated network, your cornerstone for collaborative

learning.

Client Application: We supply an all-in-one client-side
to flow record

application.

From packet capture

organization and preprocessing for
training, it's got you covered.

local

ML model
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Operational Principles

Server Operation: We run a secure server orchestrating
the federated network, your cornerstone for collaborative
learning.

Client Application: We supply an all-in-one client-side
application. From packet capture to flow record
organization and preprocessing for local ML model
training, it's got you covered.

@ Plus, clients can also operate in a “benefit-only" mode,
leveraging the latest global model to categorize flows
without participating in collaborative learning.
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Operational Principles

Server Operation: We run a secure server orchestrating
the federated network, your cornerstone for collaborative

learning.

Client Application: We supply an all-in-one client-side
capture to flow record

application. From packet

organization and preprocessing for local

training, it's got you covered.

ML model

@ Plus, clients can also operate in a “benefit-only" mode,

leveraging the latest global model to categorize flows
without participating in collaborative learning.

Local Training: Participants

independently

training gradients using their local data.

compute
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Operational Principles

Server Operation: We run a secure server orchestrating
the federated network, your cornerstone for collaborative
learning.

Client Application: We supply an all-in-one client-side
application. From packet capture to flow record
organization and preprocessing for local ML model
training, it's got you covered.

@ Plus, clients can also operate in a “benefit-only" mode,

leveraging the latest global model to categorize flows
without participating in collaborative learning.

Local Training: Participants independently compute
training gradients using their local data.

Global Model Update: Our server collects these gradients
periodically, using them to update the global model.
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Operational Principles

Server Operation: We run a secure server orchestrating
the federated network, your cornerstone for collaborative
learning.

Client Application: We supply an all-in-one client-side
application. From packet capture to flow record
organization and preprocessing for local ML model
training, it's got you covered.

@ Plus, clients can also operate in a “benefit-only" mode,

leveraging the latest global model to categorize flows
without participating in collaborative learning.

Local Training: Participants independently compute
training gradients using their local data.

Global Model Update: Our server collects these gradients
periodically, using them to update the global model.

Local Model Update: Participants then update their local
models using the improved global model.
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Operational Principles

Server Operation: We run a secure server orchestrating
the federated network, your cornerstone for collaborative
learning.

Client Application: We supply an all-in-one client-side
application. From packet capture to flow record
organization and preprocessing for local ML model
training, it's got you covered.

@ Plus, clients can also operate in a “benefit-only" mode,

leveraging the latest global model to categorize flows
without participating in collaborative learning.

Local Training: Participants independently compute
training gradients using their local data.

Global Model Update: Our server collects these gradients
periodically, using them to update the global model.

Local Model Update: Participants then update their local
models using the improved global model.

Learning & Privacy: By repeating these steps, we achieve a
continuous learning cycle that keeps data local and privacy
intact.



Proof of Concept Validation
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FL non-1lID Scenario A

(RSB 0.0000 0.0000 0.0000 0.0000 0.0032 0.0002 0.0000 0.0000 0.0000 ¢ 0.9958 0.0000 0.0000 0.0006 0.0036 0.0000 0.0000 0.0000 0.0000
i URAECISl 0.0718 0.0000 0.0005 0.0000 0.0000 0.0027 0.0050 0.0001 ~<"& 0.0002 meRo2m 0.1291 0.0000 0.0000 0.0000 0.0000 0.0056 0.0014 0.0008
e S
i . 2 0.8
QQ\ : Q¢ . ¢ ¢ w\N\L
%?* 0.0000 0.0817 mIEABEE 0.0000 0.0004 0.0000 0.0000 0.0031 0.0012 0.0002 A}'\ 0.0000 0.1099 mexkBRiEE 0.0000 0.0003 0.0000 0.0000 0.0040 0.0016 0.0003
S g
& Q
Q\%QO 0.0000 0.0000 0.0000 HexsELERE 0.0005 0.0000 0.0042 0.0000 0.0000 0.0000 ,&co 0.0000 0.0000 0.0000 0.0017 0.0017 0.0132 0.0000 0.0000 0.0000
N
0.6
& &
&o‘ 0.0000 0.0038 0.0006 0.0007 0.0000 0.0063 0.0068 0.0003 0.0001 o 0.0000 0.0059 0.0000 0.0053 meRsEiEkm 0.0006 0.0278 0.0112 0.0000 0.0000
Y R
R = Y &
< o = B
‘Q‘b’e 0.0053 0.0000 0.0000 0.0000 0.9940 0.0000 0.0000 0.0000 B Q‘\& 0.0198 0.0000 0.0000 0.0026 0.0000 HeEtk(¥M 0.0007 0.0000 0.0000 0.0000
O O
\- S
$ s 0
%Q\N«Q 0.0006 0.0000 0.0000 0.0020 0.0179 0.0059 HeEk@EE 0.0008 0.0000 0.0000 A&\\\A 0.0028 0.0000 0.0000 0.0102 0.0148 0.0019 HeESK(ZW 0.0000 0.0000 0.0000
QO
6{8 0.0000 0.0298 0.0117 0.0002 0.0101 0.0000 0.0000 HexELYE 0.0015 0.0014 Q‘Q 0.0012 0.0663 0.0473 0.0000 0.0201 0.0000 0.8568
R
—0.2
%%&2\ 0.0000 0.0104 0.0001 0.0000 0.0004 0.0000 0.0000 0.0007 HeEErEEW 0.0000 v\")\\ 0.0000 0.0231 0.0043 0.0000 0.0000 0.0000 0.9726
S &
__&@ 0.0000 0.0149 0.0031 0.0000 0.0200 0.0000 0.0000 0.0054 0.0026 HOKEEEN] _21@’ 0.0017 0.0191 0.0035 0.0000 0.0069 0.0000 0.0069 0.0191 0.0052
4;\\ 4\\\
Predictions Predictions 0

CL FL non-IID A



FL non-IID Scenario B
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